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1 Programming of AIE and Authentication keys

To use the TETRA authentication and Air Interface Encryption feature it is necessary
that K-Keys and/or SCK keys can be programmed into the TMO-100 and K-Ref files
are generated for the TETRA infrastructure.

This is a short overview how to use the Piciorgros Key Loader software to generate and
load a K-Key into the TMO-100. For a detailed description of the Key Loader software
please refer to the Keyloader software manual.

The document and the screenshots are referring to the TMO-100V3, but the
procedure for the DVI-100V3 is exactly the same.

1.1 Preparing the TMO-100 for the key programming

The key programming is using a serial connection to the TMO-100. The AUX serial
interface of the TMO-100 is used for this once the TMO-100 is set into key loader
mode.

Therefore the PC which is running the Keyloader software must be connected to the
serial AUX port of the TMO-100. The connection can be done via a native serial port of
the PC or a USB-to-serial cable.

In the web server of the TMO-100, the button "Keyloader" on the page
"Service"->"Restart/Keyloader" must be pressed:

M=
Logout Restarts the TMO-100 Restart
(’,
TETRA Restart in keyloader mode |
IP settings
RTU features
PicoLogo
IEC 60370
Service
Contact
Manage
passwords Reset to factory default _
Comms SE3ES |
Configuration
Restart/Keyloader
Updater
Registers

Eventlogger

The TMO-100 now restarts and afterwards the RSSI-LED 6 (second LED from the
right) flashes yellow. The TMO-100 is now ready for the key programming.
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1.2  Connecting the Keyloader software

The Keyloader software must be started, the option "AIE" must be chosen and the "Key
Loader" mode must be selected.

Operation Mode

af Operatian

EZEE

¥ AE

K.ey Loader I

Code Loader |

.

Select the following settings as shown in the picture below:

Session Settings

Upload Site: |F'i-:i-:|rgrn:|$ LI |LI

— Ref file Configs

[T Continue from previous session

Seszion (D I et Seszion

IV &dd to Ref Files V' HexValues in Capital Letters V¥ Prepend "0x" to TEI
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The Keyloader software is now ready to connect the the TMO-100:

H Piciorgros Key Loader (AIE) I-EJ—

File—_Configure  Operations  Help

(oo 2| B]-2]-7]

Connect :J"}

55| | 1751 | TEI | Ken k]

— SCk

SCEN | sCRAN | 5K | Status

— Statuz

Piciorgroz K.ey Loader Yersion 8.1
Piciorgroz_ELOADER.dIl Wersion: 8.1.0.0
Piciorgroz_CODELOADER. Il Yersion: 2.1.0.0
AIE Key Loader Mode

Dongle Detection SIJCCESSFUL

|Jpload Site: Piciorgros

Sezzion D: ™

11:31:04 [Port: COMI [MMI Type: PICIORGROS  |Stack Build: RELEASE

The COM port of the PC which is connected to the AUX port of the TMO-100 must be
chosen:

Port & DLL Configurations >

Puart: Im j 0K I
MMI Type: [FICIORGROS | ﬂl

Stack Build: |RELEASE |
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Once the connection is established, this message appear in the status window:

— Statuz

Entering Testmode. HLP for commatd list.
F.ey Loader Activated

init_kld: IMIT_SUCCESS

read_TEI COMMAND_SUCCESS
TEIl: 0001 6a341 70aaa0

read_| TSI COMMAND_SUCCESS
ITSIl: 4100020003

The generation and programming buttons will also become active:

File Configure Operations Help

(I = AL

Generating and programming a K-Key
In connected state the "Upload K" button must be pressed:

File Configure Operations

CAEIE A=

Upload K
— &tk K e e

A new K-Key must be generated:

Auth Key Upload *
Upload Site: IF'in::in:nrgn:ns LI
TEI: |nnm Fia34170aaall Fiefresh TEI
ITSI: |41 00030003 Fefresh ITSI
Ref file Configs
v Addto Fef Files ¥ HexWalues in Capital Letters ¥ Frepend "0x" to TEI
Wiite ITSI_REF File | Upload ey | Cancel |
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The generated key must be uploaded into the TMO-100:

Auth Key Upload X
Upload Site; |pi,3i,:,rg,,:,$ J

TEI- |nnm Fa34170aaal Fiefresh TEI
IT3l: |41 00030003ee Refresh TS
Key (K] 96039502406 a528326280F7 70d7 3

Ref file Configs
v 2ddto Bef Files rd [+
Wiite | TSI_REF File | |Jpload Key Cancel

Status

Fey Loader Activated

init_kld: INIT_SUCCESS

read_TEI COMMAND_SUCCESS
TEI: 00016234170aaa0

read_| TSI COMMAND_SUCCESS

writé auth key: COMMAMD_SUCCESS

The Keyloader can now be disconnected from the TMO-100:

File Cenfigure Operations Help
=4

Disconnect
uth Fey

The TMO-100 must now be restarted to return to normal operation.

If more than one TMO-100 should be key programmed, other devices can be
programmed without closing the Keyloader software. The next TMO-100 can be set
into Keyloader mode and the Keyloader can be connected to it by the "Connect" icon,
followed by generating and programming the K-Key. With this method only a single K-
REF file is generated for a number of TMO-100.
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1.4  Generating K-REF and ITSI-REFfiles

If all TMO-100 are programmed with K-Keys, the K-Ref file can be generated by the

software:

File Confi i elp
il 6| B 2] ]

k Generate REF
Auth Ke

| [ 55| [1731

Answer the next question with '

'Yes'":

Piciorgros Key Loader

| Do you want to save the session

la & | Mein

And give a name to the session:

Save Session

Seszzion (D

DOC Test

Pleaze give a name for the session.

OF. I Cancel |
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The REF-Files are generated and can be found on the Hard Disk of the computer in
C:\Piciorgros Key Loader\Session\Name

» Dieser PC » OS5(C:) » Piciorgros Key Loader » Session » DOC Test

B
" Mame B Anderungsdaturm
iff
. 29.03.2017 11:38
;| REF_ITSI_file.bct 29.03.2017 11:42
o REF K file.bt 29.03.2017 11:42
| temp_REF_ITS|_filetxt 29.03.2017 11:38
te [ temp_REF_K_file.txt 29.03.2017 11:38
Note:

If the infrastructure also needs an ITSI-REF-file to be provided, the TETRA ISSI, MCC
and MNC must be configured in the TMO-100 before the keys are programmed and the
REF-files are generated!

If no ITSI-REF file is needed, the keys can be generated and programmed without the
need of any TETRA configuration of the device.
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