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1 Introduction

1.1 Overview

This document contains information about installation, settings, and operation of the
TMO-100TETRA Radio Modem. Additional information is also available over the
Internet, at the website wvRETRAModemcom, in the FAQ pages. This includes
practical guidance relating to antenna selection and installation, operating range,
extension modules, software gapt, etc.

1.2  Safety Precautions

This equipment transmits radio waves in the frequency rab@&3470 MHz or800
MHz. Under certain circumstances, these radio waves could be harmful to any living
being or electronic equipment near it. Care should be takensure that the radio and
antenna systems are installed and commissioned only by trained persons.

This radio equipment should not be used in life support systems or in safety systems
without our prior written permission.

1.3 Disclaimer

We have carefullghecked the contents of this documamid the hardware and

software described in,itor compatibility. We cannot however exclude possibilities of
deviations and cannot guarantee complete conformity of the document with the
equipment it describes. If amprrections or improvements are to be made, they will be
taken into consideration in the next edition of this document.

Important instructions are marked by the expressions "Important”, "Note" or
ACaution! 0. These shoul dsrégardingthesef ul | 'y o]
precautions can be found in the website wiEs RAModemcom, in theLogin Area

pages.
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1.4

14.1

1.4.2

1.4.3

Rules for usingthe TMO-100in the USAor in Canada

bl

This device complies with part 15 of the FCC Rules. Operation is subject to the
following two conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may
causeundesired operation.

Labeling

As the TMG100 usually will be installed on a DIN rail inside emclosureand the

label on the back side will not be visible, the second label (see inside of thelIMO
box) has to be placed outside of the cabinet wheasaeadable. If this second label gets
lost or damaged the following should be an example hawetateone.

Outside Label

This isthelabel that has to be placed the outside of theenclosureif the label of the
TMO-100 is not readable

This Device contains the
TETRA Radio Modem

Type: Model:

\Y |ig¥l Funk-Electronic Piciorgros GmbH
[OM[DIN 10682A-TMO-100
HHAR TO9TMO-100

Changesand Modifications

Any changes or modifications hexplicitly approved by FuniElectronic Piciorgros
GmbH as the responsible party for compliance could void the end user's authority to
operate the equipment.

V3.39- Page8 of 276
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1.4.4 Label on the backside of the TMQ100(USA)

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com
Type: Model:
SO 450-470 |Vi]gFa
S/N: Pwr:
OB TO9TMO-100] c€01680

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com
Type: Model:
HIEH 806-824/851-869 [\gb4
S/N: Pwr:
OB TO9TMO-100] c€01680

1.4.5 Label on the backside of the TMQ100 (Canada)

Funk-Electronic Piciorgros GmbH
WWw.piciorgros.com

Type: Model:

HICIOl 450-470 [VlgP4

S/N: Pwr:

IC ID: C€01680

Funk-Electronic Piciorgros GmbH
WWw.piciorgros.com

Type: Model:

HIEH 806-824/851-869 [\IgF

S/N: Pwr:

IC ID: C€01680
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1.4.6 Label on the backside of thel TS-2000(USA)

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com
Type: Model:
Freq: IEEY{lMHz
S/N: Pwr:
HOOADY TOSTTS-2000 c€01680

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com
Type: Model:
ACIH 806-824/851-869 [Wigk4
S/N: Pwr:
OBl TOOTTS-2000) C€01680
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1.4.7 Interference with other equipment or services

This equipment has been tested and found to comply witinihe for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation.
This equipment generates uses and can radiate radio freqereargy and, if not
installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does causeftbinterference to
radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of the
following measures:

1 Reorient or relocate the receiviagtenna.

1 Increase the separation between the equipment and receiver.

1 Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.
1 Consult the dealer or an experienced radio/ TV technician for help.

1.4.8 FCC RF exposure compliance

To comply with the FCC RF exposure compliatitoeantenna used for the TMOD0
must be installed to provide a minimum separation distemaay persomas shown
below:

Radio Tx Power |5 5 5 5 5
W]
Antenna Gain 0 3 7 10 13
[dBi]
AntennaOutput | 5W 10W 25W 50 W 100 W
Power [HRP]
Minimum 0.4m 0.6m 0.85m 12m 1.7m
Separation

Distance [m]

1.49 FCC Part 15.19 Warning Statement

THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES. OPERATION IS
SUBJECT TO THE FOLLOWING TWO CONDITIONS: (INHIS DEVICE MAY

NOT CAUSE HARMFUL INTERFERENCE, AND (2) THIS DEVICE MUST
ACCEPT ANY INTERFERENCE RECEIVED, INCLUDING INTERFERENCE
THAT MAY CAUSE UNDESIRED OPERATION.

1.4.10 FCC Part 15.21 Warning Statement

NOTE: THE GRANTEEIS NOT RESPONSIBLE FOR ANY CHANGESR
MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY

RESPONSIBLE FOR COMPLIANCE. SUCH MODIFICATIONS COULD VOID

THE USEROS AUTHORITY TO OPERATE THE EQUI |
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1.4.11 FCC Part 15.105(b) Warning Statement

NOTE: This equipment has been tested and found to compiythgtlimits for a Class B
digital device, pursuant to part 15 of the FCC RulBsese limits are designed to provide
reasonable protection against harmful interference in a residential installakisn.
equipment generates, uses and can radiate radjoency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications However, there is no guarantee that interference will not occur in a
particular installation.If this equipment des cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

1 Reorient or relocate the reciig antenna.

1 Increase the separation between the equipment and receiver.

1 Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.
1 Consult the dealer or an experienced radio/TV technician for help.
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1.5 Labeling for the Kingdom of Thailand

All PiciorgrosTETRA products approved and delivered to Thailand can be identified
with the country specific NTAD (National Telecommunications Commission

Identifier)

Funk-Electronic Piciorgros GmbH
WWW.pIcCiorgros.com

Type: Model:

HCl 306-869 [\YIgV4
S/N: Pwr:

NTC-ID:

NTC-ID: TMO-100
TMO-100 (Thailand Label) for 806 to 869 MHz operating range

Funk-Electronic Piciorgros GmbH
WWW.pIcCiorgros.com

Type: Model:

Sl 370-400 [\YIgV4
S/N: Pwr:

NTC-ID:

NTC-ID: TMO-100B01
TMO-100 (Thailand Label) for 370 to 400 MHz operating range
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1.6

Functions and Features

The TMO-100 is a radio data communication modemT&iT RA networks. These
modems allow transparent data communication between two or more nodes in a
TETRA network. The TMG®100 conveniently combines the functions of a controller,
router, modem, and radio transceiver in a single congraxtbsure

The TMO-100 syports standard serial and-blased data communication protocols. It
has twoserialdaa interface§RS-232 or R$485422) and an Ethernet (10/100
Mbits/sec) port. FoTETRA radio networking, either of two modes can be selected:
SDS based communication or packet data transmission.

An optional voice communication feature is also available, by which field personnel can
talk with a controroom

The TMO-100 can also be optially provided with builin inputs and outputs that can

be read and set remotely using the MODBRIBU protoco] IEC-6808705-101/104

and DNP3 1t is possible to transmit information about an input change automatically to
another station as soon as anralaondition occurs ["unsolicited message"].

The TMO-100 has a rugged aluminum housing compatible with standard DIN ralil
mounting. The wide power input voltage range o242VDC [+/- 20%] makes it easy
to integrate the unit into monitoring and contradteyns.
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1.7

Hardware Options

The TMO-100 is available in differentandware versions with various additional
software options that can be enabledibgnsekeys.
The following hardware options are available:

T

TMO-100
TETRA modem with two serial ports amthe Ethernet por{Remark: The voice
feature has to be enabled with a license key)

TMO -100/DA1

TETRA modem with two serial ports, one Ethernet port, 16DI, 8DO, 4Al (0
20mA, 420mA) and an expansion port connector for expansion modules with
additionall/O.

TMO -100/DA2

TETRA modem with two serial ports, one Ethernet port, 16DI, 8DO, no
embedded Al and an expansion port connector for ffd expansion modules
with additional 1/O.

TMO -100/DA3

TETRA modem with two serial ports, one Ethernet port, 1dBDO, no
embedded Al and an expansion port connector for #fd expansion modules
with additional 1/O.

TMO -100/DA4

TETRA modem with two serial ports, one Ethernet port, 16DI, 8DO, 2Al (0
20mA, 420mA), 2A0 (620mA, 420mA) and an expansion port connedty
expansion modules with additional 1/O.

TMO -100/DA5

TETRA modem with two serial ports, one Ethernet port, 16DI, 8DO, 4A0 (0
20mA, 420mA) and an expansion port connector for expansion modules with
additional I/O.

Voice option

The voice option, whicks available for all hardware configurations, is an
additional port to connect a Speakermic (Handset) to the-IDM®@Dto make PTT
voice calls to up to 8 preconfigured destinations.

TMO -100DVI (US and Canada)
TMO-100versionof the DVF100. Please refer to the Document EMIO
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By default the TMO-100 will be delivered with two serial RS232 ports, prepared
to use the air interface encryption with TEAL.

TEA2, TEA3, RS-422 or RS485are options which must be provided withthe
order. They can't be activated or changed after the purchase in the field!

Please note that to order TEA2 devices a valid approval for handling TEA2 devices is
required!
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1.8

18.1

1.8.2

1.8.3

1.8.4

1.85

1.8.6

1.8.7

Software Options

License keys can enable a number of additional optieash key is individually valid
for one TMQOdevice.

The activation of the license keys can baeleasily with the embedded wednger
usingt he fAService énuConfigurationo m
When ordering an additionaténse, the user has to submit the serial numiore
TMO to be updated.

General Activation

By default a purchased TM@OO is activated for use. Demo devices may be delivered
to run only a certain time.

IP Communication

Optionto use the TETRA Packet Data feature or theuyBrSDSFeature (optional
firmware)

Multi Slot Packet Data ( MSPD)

Optionto use Multi Slot Packet Data for up to 3 slots

Secondary Control Channel (SCCH)

Optionto usesecondarycontrol channes

Authentication

With Authentication the dece can attach teecureTETRA networks.Please note that
an additional key loader software is neeftsdyeneratiorand programming the
authentication &ys key loading can be also ordered as a service.

Air Interface Encryption

TEAL, TEA2 and TEA3 encryption (By default TEAL is prgse

Remark: The encryptiomethod (TEA 1/2/3)s done by a hardware optioncarannot
be updated in the fidl

Additional key loader software is required for generating and programming the
encryption leys but key loading can be also ordered as a service.

Over the Air update

Option to use the Ovahe-Air update feature which allows all firmware of the TMO
100, including the TETRA radio firmware, being updated in a resource saving way via
the TETRA network.
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1.8.8

1.8.9

1.8.10

1.8.11

1.8.12

TETRA Enable/Disable/Kill

This option enablethe ability to temporarily or permanently disable the THU@ via
the TETRA network.

Voice (Handset feature

This feature is also a hardware option and needs a-I8Mdevice with additional
handset port.

Voice Alarms

Allows the recording of up to lfgredefined Voice messages (up to 15 sec. length per
message) which can be played back as a PTT individual or group call from a PicoLogo
application.

PicoLogoi embedded User Application Interface

The PicoLogo option is a powerful User Applicatioterface that can be used similar
to a Micro PLC to generate Alarms, TéMessages, M2MCommunication or to
monitor and supervise digital or analog values.

An additional graphical editor for developing PicoLapplicationss also available.

IEC-60870DNP3 support

This option allows the access of the internal I/O of a TMID/DAX via IEC60876b-
101/104and DNP3 protocol.

At a single time only one of these protocols can be active as these are different firmware
versions.
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1.9 DocumentChanges

The historyof this documentation is listed below

Firmware | Document| Comments / Changes
Version Version
3.26 3.26 Initial Document Releasi®r NON-DA versions
3.26 3.27 Final Documentation, RTfeatures and protocols added.
3.30 3.30 Added description for:
1 Metering proxy congestion monitoring
1 UDP-Logging
3.32 3.32 1 Metering proxy New parameter "Maximum packet size" added
1 Packet Data Watchdo§lew functions added
1 IEC60870 New command ID 48 "Set point command, normalizg
value" added to thimteroperability list
3.38 3.38 1 New #Command: RSSI request (#R#)
1 Support of the SI&10 in the IP Application Interface
3.39 3.39 1 Changed Method of Reset To Factory Default via the configura
button.See chapte2.4.2

Software Release Notese distributed with firmware packages.
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Connections and Hardware Installation

2.1

211

O OAOOOCOCODOIO OO

Mechanical Detalls

The dimensions of the TMQ00 housing conform to DIN 43880, and therefore it can
be mounted on a standard 35mm DIN rail [DIN EN 50022]. Two serial interfaees
provided for connecting the TMOO0 to a PZPLC or other local terminal equipment.
Theserial interfaces are using a female DB9 conneQarthe lower side of the
housing an RJI5 connector for the Ethernet poroats the TMQ100 to be connected
with IP based equipment as PLC's, RTU's, SCADA servers etc.

On the upper side of usitvith embedded I/GaRJ45 connector is providei connect
PEM /O expansion modules

Also on the yper side of the unthe plugin terminal connector for the power gy
(12-24 VDC ++20%) and a SMAsocket for the antenr@an be found

LED lamps on the front panel provide information about the operating condition of the
unit: e.g., receivedETRA RF signal strength, error conditions, etc.

Dimensions

The dimensionsf the TMO-100 are as follows:
162mm (9T) wide x 80mm high x 62mm deep
All dimensions exclude connectors and antenna.

162 mm > |« 60 mm
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2.1.2

2.1.3

Mounting

The DIN-rail mounting clip is at the bottom of the Elale. First the lower lip (Spring
loaded) of the clip is engaged with the lower flange of the DIN rail, with the Module
tilted downward slightly. The Module is then pushed upward (1) and rotated backward
(2) until the upper lip of the clip snaps onto tipper flange of the DIN rail.

Dismounting

To dismount the Module, force it upwards (1), and then rotate its upper end outward (2)
until the upper lip of the Module's clip disengages from the upper flange of the rail.
Then move the Module down slightly disengage its lower lip from the rail flange.

O S R EE e
e ol i e e e e .
o Er e o B e e e e
T P P T

R e e R R e B e e B e e S R e AR B
B AR R R
b P P

Mounting Dismounting
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2.2

221

Electrical Connections

Power Supply Input

The required supply voltage (22 VDC +£20%) is connected throughvay screw
terminal connector located on the upper side of the enclosure.

The terminals are assigned as follows (viewed from the front of the module, facing the
front panel):

Outer (kft): Enclosure Ground (electrical earth)
Middle: + 12 Volt to + 24 Volt (+/ 20%)
Inner (right): GND, 0 Volt from Power Supply

Radio Aux Com System

Rx Tx Rx Tx Rx Tx OK Pwr
D LOPPP IP@RxTx

TMO-100

R E~ AMA DMO
RSS! [-dBm]

. . . -

L 95 90 85 80 75 70 65

Configuration: Ethernet, two seripbrts and voicanterface

V3.39- Page22 of 276
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2.2.2 Serial Interfaces

The TMO-100 has two serial data intaces. Each interfacdssa 9-pin D-sub

connector on the upper side of the unit. The COM interface can be eitfg32RS
userselectable R822/485(RS422/485 must be initially ordered as this is a hardware
option). The AUX interfacas RS232.

The following parameters are user adjld¢a baud rate in the range 3087600 bps,
data word length 7 or 8 bits, odd / even / no parity, and 1 or 2 stop bits. The factory
setting is 9600 bps, 8 data bits, no parity, 1 stop bit.

If a frame error is detected, or if the parity bit does not conform to the setting, the
received data block is rejected.

Pin No. Pin Assignment:RS-232

2 XD Send data TME&L00A peripheral
3 RxD Receive data TM€10a peripheral
4 DTR Shorted tdPin 6

5 GND

6 DSR Shorted to Pin 4

7 RTS Handshake TM&@.00a peripheral
8 CTS Handshake TME.00A peripheral
Pin No. Pin Assignment:RS-422(COM only)

2 Y Transmitter+ (output)

3 Z Transmitteni (outpu)

5 GND

7 A Receiver Hinpuf)

8 B Receiveii (input)

Pin No. Pin Assignment:RS-485(COM only)

2 A Transceiver +

3 B Transceivei

5 GND

For the connection of the COM interface to a PC or PLC, use a standard 1:1 cennector
terminated cable (@in D-sub male to $in D-subfemale).
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2.2.3

Note that the AUX connector can optionally be used for TETRA logging functionality
and for connecting the Piciorgros Keyloader to manage AIE and Authentication keys.
For this functionality a bidirectional communication is needed.

Thereforethe AUX interfacewill be always provideds RS232

Ethernet Interface

The Ethernet interface is provided via and®Jsocket on thandersidehe unit. This is
a standed 10/100 Mbit/s interface. Two LEDs indicate the operating condition of this
interface

1 Green LED:Lights up when an Ethernet network is connectdNK)
1 Yellow LED: Blinks when data transfer is taking place (DATA

Network parameters such as IP addressmaskand gateway address aamnged via
the embedded configuration web server

The Interface supports Auto MEX, so the TMQ100 can be directly connected to a
computer without the need of a crossover cable.
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224

Voice Interface (Optional)

The optional voice communication feature allows voice communication over the
TETRA network, usinga PTT (push to talk) pushbutton switch and voice transceiver
(handset or headphone/microphone headset) connected to thd 0DA@/hen the PTT
switch is pressed, data communication is interrupted, allowing only voice
communication during this temporary fwet. If a gap in speech communication from
either side exists for 10 seconds, voice communication mode is terminated and data
communication restored automatically.

The voice transceiver is connected via aMBadn the left sidef the unit. The pins are
assigned as follows:

Pin

Pin out Voice-Interface

GND

Microphone +

PTT Switch

Speaker +

Speaker

NC

Microphone-

NP WIN P

(Alarm Button, optional)
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2.2.5

Extension Port for additional I/O modules (onlydevices with embedded 1/0O)

The 1/0O expansion connector is located at the upper right part of the I0A©f all
TMO versions with embedded 1/0O. The connector is grey and has the same color as the
expansion port modules connector.

Up to 16 expansiomodules can be connected to the TMO to enlarge the numbers of
inputs and outputs. The access to all I/0 can be performed by using the Modbus RTU or
Modbus TCP protocol.

The following I/O modules are available:

PEM-16DI 16 digital inputs

PEM-32DI 32 digtal inputs

PEM-16DO 16 digital outputs

PEM-32DO 32 digital outputs

PEM-16DIO 16 digital inputs and 16 digital outputs
PEM-08AI 8 analog inputs (R0mA 420mA)
PEM-04A0 4 analog outputs {Q0MA 420mA)

I/O modules should only be connected to or disazted from the TME00 when
power supply is disconnected!
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2.2.6  Connecting the 1/0 (TMO-100/DAX types only)

Minus ~©
+Up +0—

Chassis o—|

Q0o

+0O * - * *> O +
External l l External
supply (/ \0 supply
10-30 VDC 10-30 VDC

] | | —°"

leooooooooooooooo0000]

Y

C01 234567 C C8 9101112131415 C
In

In In In
b N
01234567 8 9101112131415 Radio Aux Com System ;
0000000 ®0 000000 ® 0000000
A B Rx Tx Rx Tx Rx Tx OKPwr (

®D LOPPP IPORXTX® \

( piciorgros rerra TMO-100/DA4 ) /|

OR E® AMA® @DMO

C D ———RSSI [-dBm {
0000000 eeo000000 '
: 01234567 0 1 2 3 L 9590 8580 75 70 65 ]
(] Out (2 Outd Outl In2 In3
+ 0 1 2:3 4 8§ 6 7 :- C e Hie e = C

4@@@@@@@@@@”@@@@@@@@@@}
External

P
supply

10-30 VDC

Binary inputs:

The binary inputs are divided into two groups per port. Each group contains 4 inputs
with one common terminal. The inputs are bipos® they can be switched with an
active "+" or active =" signal.

If the "C" terminal is connected to the ground, the inputs will be active if the positive
voltage (1214V) applies. If the "C" terminal is connected to the positive voltage, the
inputs areactivated by applying the ground connection.

Please note that the input voltage should not exceed 24V +20%!

Binary outputs:

The supply voltage for the binary outputs must be connected to the "+"'dadmiinal

of port C. Active outputs will have thgositive supply switched to the related terminal.
The maximum load is 0.5A per outputs.

V3.39- Page27 of 276
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Analog inputs:
The analog inputs needs to be in the current loop, the power supply must be provided
externally in the loop. The input range i20OmA with aresolution of 12 bit.

Analog outputs (DA4/DAS type):
The analog outputs are an active sodioc®-20mA, which means that i.e. an Ampere

meter can be directly connected to the "+" atigih of the output. The resolution is 12
bit.

Note: All I/O are electrically isolated!
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2.2.7 Connecting the Antenna

A BNC socket is provided for connecting the antenna. Ensure that the antenna is
selected correctly for the operating radio frequency. The antenna cable (50 ohm) should
not be longer than Beters and should & good quality lowloss type (R&13 or

Aircell).

Overvoltage protection suitable for protecting the modem is available. This should be
attached to the modem usindead througlbush (see diagram). Ensure that the
modem's grounding point, antenna infgiitning protection, and the antenna system

are connected to a common grounding point.

BNC(W)-FME ’\ FME-RG58-FME

L0 0GR LI R0 GO 0G0

G0 1234508670 CHIWNRVNBCO
——ir—— —r— N ———

0123 4507 0 9 1011213 415 Rao T

R TxSpmtit 10 OX Pur
[ Rn - Er

. .
012348087

........

e e N B
T ovpTovooTovymT ovo

PN FOCIVINVIOSNOTRION LU IC 00 R LA I R IR C X

Blitzschutz
GES-10
1-901-100-28

BNC-BNC =
Durchfihrung %
1-901-100-14

BNC-Stecker
fiir RG213
BNC-RG213-N

8 = Antennenkabel
N-Stecker fir RG213 1-901-100-45

| —
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2.3 LED Functions

Groups of LED lamps on the front panel of the TNIGD indicate the operating
condition of the modem, the field strength of the recelMed@RA radio signal, and
error conditions if any. Specific LED functions are described below.

Configuration: Ethmet, two serial interfacespiceand integrated 1/O board.



































































































































































































































































































































































































































































































































































































































































































































































